UNVEILING MODERN
TRENDS IN HUMAN
TRAFFICKING (HT): FROM
SOCIAL MEDIA GROOMING
TO EXPLOITING
VULNERABILITIES




THIS PRESENTATION WILL PROVIDE AN OVERVIEW OF
TENDING FACTORS THAT LINK A PERSON'S
VULNERABILITIES TO HUMAN TRAFFICKING

TRENDS




TRAINING OBJECTIVES:

1. Understanding vulnerabilities

2. Populations at risk

3. Stages of recruitment

4. How substance addiction is linked to human trafficking

5. How to protecting vulnerable populations

6. Understanding the dangers of social media recruitment

7. How apps and online gaming is used to manipulate victims

8. Safeguards to prevent human trafficking




FORMS OF SEX TRAFFICKING

Federal law provided the following definitions:

. : There is a third party who is “brokering” the
Trafficker/PImp - Jexchanges of the sexual act for a tangible item,
rafficking i
typically money.

The trafficking is a source of generating money
Gang Trafficking §for the gang, and the gang member is involved
in the trafficking of the victim.

Fam_il!ialf-f(_:okqtrolled This type of sex trafficking occurs when a family
ratticang member or guardian sells the minor for a sex act.

Survival Sex A type of sex trafficking that does not involve a

Trafficking third party where commercial sex acts are
exchanged for basic needs including food,
shelter, safety, or to support a drug addiction.




Vulnerable Populations
At Risk of Human Trafficking

o8 @
Youth in Care
Homeless Substance
Adults and Addiction

Refugees Youth Persons with
Disabilities
(Including mental
health)




Signs and Indicators Combined

The one consistent aspect of all forms of Human Trafficking is the
vulnerability of victims
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History of Dysfunctional Self Esteem Runaway Prior Trauma Drug and Unsupervised
Physical or Home Life Issues and/or and/or Alcohol Use  access to social
Sexual Abuse Seeking Homeless media and online

Romantic gaming

Relationships



What does Human Trafficking Look Like?

{ 800-THE-LOST
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Three Common Stages of HT Recruitment

Traffickers are known to engage in constant recruitment to
attempt to entice children into their web of control.
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Lure Stage

N » Pays special attention to child, gives
compliments, affection

» Offers romance, support, parties, drugs,

V “glamour” (hair, nails, etc.)
C’{&) i Trust |
\Y4

» Promises increased popularity in new peer
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Trust Stage

V » Sell youth on the glamour of street life
» Introduces or provides alcohol and drugs
Lure
» Say "I love you” and have sex with the child

\V4
,& Trust > Challenge boundaries set by parents or
C Q rus caregivers to further separate the child from
vV

his or her family
/\l Payback




Payback/Exploitation Stage

N » Forces child to payback by working in dance
clubs, providing sexual services and/or
through production of child pornography

» Sexual exploitation is the abuse of a

V position of vulnerability, differential power,
’& Trust or trust to profit monetarily or socially from
L | ) the labor or commercial sex work of another

person
A Payback




Indicators of Human Trafficking

A variety of indicators can be “red flags” of trafficking.
Some of the ones below are not the only ones, nor will apply to every individual.

Physical

Untreated injuries
Bruising and burns
Frequent STD's
Physical and sexual
abuse

Substance use
Dental issues
Memory loss
Exposure to toxic
chemicals

Behavioral

« Confusing stories

« Inability to concentrate

« Unaware of location

« Guilt and shame about
the experience

« Depression and
Anxiety

« Protects the person
that hurt them,
minimize the abuse

Environmental

« Accompanied by
someone that will
answer for them

« In school settings,
changes in behavior,
wearing wrong clothes,
not coming on time

« Living at overcrowded
areas



Potential Warning Signs

Work and Living Conditions:

Not free to leave

In the commercial sex industry
Unpaid or paid little through tips
Excessively long work hours

Not allowed breaks

Owes a large debt

Mental Health or Behavior:

« Fearful, anxious, depressed
« Fearful of law enforcement
« Avoids eye contact




THE USE OF SUBSTANCES IN RECRUITMENT
STRATEGIES

Substance use is one of the most influential techniques that human traffickers use to coerce,
manipulate, and exploit their victims.

= Recruitment Through Substance Use: Traffickers may target individuals with existing
substance abuse issues to recruit into a trafficking situation.

= Control Through Substance Addiction: Traffickers may also use substance addiction to
keep victims in a trafficking situation. It can be framed as a reward or punishment, or to
decrease the victim’s ability to resist trafficking and abuse.

= Substance Abuse as a Coping Mechanism: Some victims of human trafficking m
abuse substances as a response to the trauma of their trafficking victimization.
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SIGNS OF DRUG USE AND ALCOHOL ADDICTION IN
YOUNG PEOPLE

Receiving lower grades in school
Missing school or skipping classes
No longer extracurricular activities
No longer engaging in activities/hobbies
Getting into trouble at school (and/or at work,
Getting into trouble with authorities or the law
Spending time with a different friend
Spending more time alone
Spending more time out and away from their home
Having different eating habits
Having different sleeping habits
Weight loss
Loss of interest in their pets




SIGNS OF DRUG USE AND ALCOHOL ADDICTION IN
YOUNG PEOPLE

Uncontrollable movement/fidget/tremors

Bloodshot eyes

Skin picking
Missingcurfew
Mood swings
Loss of impulse control
Nosebleeds
Poorhygiene
Prescription drugs or alcohol go missing
Experiencing problems with family members or other loved ones
Experiencing problems with friends

Taking less time with their appearance
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= Marijuana COMMON SUBSTANCES USED BY TEENS
= Stimulants (Adderall)

= MDMA (known as Ecstasy or Molly)
= Painkillers and Prescription Drugs
= Spice/K2 (Synthetic Marijuana)

= Heroin

= Cocaine

= Crystal Meth

= Hallucinogens (LSD/Acid, mushrooms)
= DXM (cough syrup)

= Inhalants (Glue, nail polish, gas...)
= Nicotine Vaping

= Alcohol

= Ketamine
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Emoji Decoded.pdf (dea.gov)
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DRUG ENFORCEMENT ADMINISTRATION

~— AN
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EMOJI DRUG CODE | DECODED

COMMON EMOJI CODES
FAKE PRESCRIPTION DRUGS
PERCOCET &8 OXYCODONE HKXANAX ADDERALL

o @ I3 e To == e ~A-52
DEALER SIGNALS
DEALER ADVERTISING HIGH POTENCY UNIVERSAL FOR DRUGS LARGE BATCH

B s 5 =EE w = & 3% e

OTHER DRUGS

METH HEROIN COCAINE

MDMA S MOLLIES MUSHROOMS COUGH SYRUP MARIJUANA

® s < ew 2 - @ T A @ O 3

This reference guide is intended to give parents, caregivers, educators, and other influencers a
better sense of how emojis are being used in conjunction with illegal drugs. Fake prescription
pills, commonly laced with deadly fentanyl and methamphetamine, are often sold on social
media and e-commerce platforms — making them available to anyone with a smartphone.

#o N E PI L LCA N Kl L L Disclaimers: THhese ernmafis reflect commrmon exampl/es fownd irn DEA investigations.
Awsatotoriesiin THhis /ist 7s not alli-incl/usive., and the images above are @ represenitative sampl/e.
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https://www.dea.gov/sites/default/files/2021-12/Emoji%20Decoded.pdf

TAKE A
PROACTIVE
APPROACH

Do not be in denial... you must take action
from the first sign of substance use.

When working with a youth and the presence
of drug use is suspected you must staff your
concerns with your supervisor immediately.

Establish a plan of action and clearly
document the signs and your concerns.

Complete needed substance evaluations
referrals. If the youth is involved with DJJ
then notify their JPO of your concerns.

If you wait, then it may be too late so do not
be afraid to take action...



Social Media Recruitment: connection, recruitment,
& sales

N0

Facebook Instagram Tumblr Snapchat

® )o@ ¢
v

WhatsApp Kik. Tinder Ask.Fm TikTok




Keeping Children Safe in Social Media

Educate yourself and Discuss the apps/sites
VStaY up to date with you find with your kids,
Nnew apps. ask them what they

know, and keep the
lines of communication

open.
Check the kids’ devices Educate your children on
frequently and the dangers of
thoroughly. “oversharing” online.

Most importantly,
\/ Set appropriate parental \/maintain a connected
controls, age restrictions relationship with your
for downloading apps, kids!
time restrictions, etc.

Remember, a child’s safety is more important than their privacy. As a
parent/guardian, you aren’t being nosy by checking their cell phone
regularly; you are being cautious.



KEEPING CHILDREN SAFE ON GAMING SYSTEMS

Establish ongoing open communication. = Disallow access to chat rooms and only
= Supervise use of all Internet-enabled 2!8:;’021\“3 audio chat with extreme

devices.
= Limit your child’s instant messaging (IM)

= Know your child’s online activities and _
contacts to a parent-approved buddy list.

friends.

= Regularly check the online communities = Use safe search engines.

your children use. Supervise the photos =  Set up the family’s cyber-security
and videos your kids post and send online. protections.

= Teach your children how to protect = Utilize parental controls on your child’s
personal information posted online. phone and other mobile devices.

=  Be sure your children use privacy settings
on all social media and gaming platforms.

(SEE RULES 'N TOOLS® YOUTH PLEDGE)



KEEPING CHILDREN SAFE ON GAMING SYSTEMS

= Instruct your children to avoid meeting
face-to-face with someone they only know
online or through their mobile device.

= Teach your children how to respond to
cyberbullies.

= Establish an agreement with your children
about internet use at home and outside of
the home.

= Parental controls should be utilized on all
internet-enabled devices (desktops,
laptops, gaming, mobile, music streaming
and all other Wi-Fi connection devices.)
However, these resources are not a
substitute for parental supervision.

Disallow access to chat rooms and only
allow live audio chat with extreme
caution.

Limit your child’s instant messaging (IM)
contacts to a parent-approved buddy list.

Use safe search engines.

Set up the family’s cyber-security
protections.

Utilize parental controls on your child’s
phone and other mobile devices.

(SEE RULES 'N TOOLS® YOUTH PLEDGE)



CONNECTION, RECRUITMENT AND SALES

*THE UNIVERSITY OF TOLEDO HUMAN TRAFFICKING AND SOCIAL JUSTICE INSTITUTE 2018

Potential traffickers
may like, comment,
ask to be friends, and
gather information

that they can then
use to recruit.

Chatting with young
person, possibly after
gathering information
on a view & comment

site.

Fill vulnerabilities,
build trust, and have
them share more of

their body in pictures.

Move them to less
monitored page.

Move them from
sharing to selling
or selling pictures

online of
themselves.




21 APPS

PARENTS SHOULD KNOW ABOUT

PLENTY OF FISH

2 =

PLENTY OF FISH is a popular
free dating app and website
that encourages chatting with
strangers. It allows users to
browse profiles based on
location.

MOCOSPACE

MOCOSPACE is a free social
networking and dating app geared
towards African American and
Latino communities. Users can
connect with strangers worldwide
via text messages or voice calls.

MEETME is a dating social media
app that allows users to connect
with people based on geographic
proximity. As the app’'s name
suggests, users are encouraged
to meet each other in person.

WHATSAPP

For more information, contact Volusia Sheriff’s Office Community Relations at 386.254.1512 &t -+

WHATSAPP is a popular

messaging app that allows users

to send texts, photos, voicemails,
make calls and video chats
worldwide. WHATSAPP Uses an
internet connection on smart phones
and computers.

BUMBLE is similar to the popular
dating app “Tinder” however, it
requires women to make the first
contact. Kids have been known
to use BUMBLE to create fake
accounts and falsity their age.

LIVE.ME is a live-streaming video
app that uses geolocation to share
videos so users can find out a
broadcaster’'s exact location.
Users can earn “coins” as a way
to “pay” minors for photos.

ASK.FM is know for cyber
bullying. The app encourages
users to allow annonymous
people to ask them questions.

HILY is a dating app where users
can browse photos, engage in
chats, send private videos and
more. Based on the GPS location
of a mobile device, strangers can
arrange to meet up locally.

BEST SECRET FOLDER

BEST SECRET FOLDER is photos
specifically meant to “hide and
videos.” according to app store
descriptions. It features password
protection, decoy videos and alarm
settings.

GRINDR is a dating app geared
towards gay, bi and transgenders
people. The app gives users
options to chat, share photos and
meet up based on a smart phone’s
GPS location.

TIKTOK is a new mobile device app
popular with kids used for creating
and sharing short videos. With very
limited privacy controls, users are
vulnerable to cyber bullying and
explicit content.

can take a photo/video and it will
disappear, new features including
“stories” allows users to view

content for up to 24 hours. Snapchat
also allows users to see your location.

HOLLA is a self-proclaimed

“addicting” video chat app that
allows users to meet people all
over the world in just seconds.
Reviewers say they have been

SNAPCHAT
SNAPCHAT is one of the most
popular apps in recent years.
While the app promises users
- confronted with racial slurs,
explicit content, and more.
CALCULATOR
+ R CALCULATOR% is only one of
v SEVERAL secret apps used to
hide photos, videos, files, and
browser history.

(&)

SKOUT

KIK

D
(W)

(&)

Courtesy of the
Volusia Sheriff’'s Office

ZOOSK is a location-based dating
app and website similar to many
others. The app is available in 80
countries and utilizes a “carousel”
feature which matches users with
random strangers.

MONKEY is a live video chat app
that connects users to random
strangers worldwide, offering
group chat and private message
options. It claims to be rated for
ages 12 and up but has “mild
sexual content and nudity.

SKOUT is a location-based
dating app and website. While
users under 17 years old are
unable to share private photos,
kids can easily create an account
using a different age.

BADOO is a dating and social
networking app where users can
chat, share photos and videos and
connect based on location. While
the app is intended for adults only,
teens are known to create profiles.

KIK allows anyone to contact and
direct message your child. Kids can
bypass traditional text messaging
features. KIK gives users unlimited
access to anyone, anywhere,
anytime.

WHISPER is an anonymous social
network that promotes sharing secrets

with strangers. It also reveals a user’s

location so people can meet up.

HOT OR NOT

HOT OR NOT encourages users

to rate your profile, check out people
in their are, and chat with strangers.
The goal of this app is to hook up.

an (=2



TWENTY-FOUR APPS [/85R Coonry stirire's orrice - oreiis .

SNAPCHAT allows users to see your , OMEGLE is an anonymous video app
location and can keep photes/videos that critics believe is a perfect app
for up to 24 hours. oo 20 tor unsuspecting predators.

TINDER is a location-based
dating app and website.

‘< | — CALCULATOR% is one of several secret @ GRINDR is 3 location-based dating Py MEETME is 2 location-based dating app
8 moet me

apps that aliows used to hide photos, enceuraging strangers to meet in
videos, files, and history. 39D 3nd website. person.

PERISCOPE allows users 10 stream BADOO is a location-based dating and
n audio and video content and share @ :::'::: :‘m'“'m' dating social media app with the ability to
it with other users. : send photos, videos, and messages.

HOUSEPARTY Is a live chatroom for texts WHATSAPP is 2 messaging app that
S and video . Users have reported explicit @ allows users to send photos, videos, ASK.FM Is known for cyberbullying.
content, racial siurs, and more. and make calls and vigeo chats.

5 KIX is a direct messaging app that WHISPER is an anenymous social
* :;E:::: ::.l:;aeﬂ.ll hessd Satine allows anyone 1o contact anyone network that prometes sharing
Blendr ' else with unlimited access. secrets with strangers.

LIVEME uses geolocation while BUMBLE is a dating app that requires a P XBOX LIVE is an online service that
livestreaming videos allowing users female to make the first contact. Fake ~_benhaves as a soclal network and
1o see your exact location. accounts are known to be created. HBOXLIVE aliows for chatting with strangers.

HOLLA is a video chat app. Users HOT OR NOT is a dating app where users TIKTOK is a social app with limited
have reported explicit content, o rate the profile of others and lo see privacy centrels known for cyber
S racial sturs, and more. and chat with people in their area. Tik Yok bullying and explicit content.

gy WILDCRAFT is a multi-player gaming INSTAGRAM allows users to see TWITTER is increasingly popular
@ app that allows group chatting and @ your lecation and allows private with teenagers and has been
= has been linked to cyberbullying. messaging. linked to cyberbullying.

*“MONITORING APPS ARE AVAILABLE FOR PARENTS. CHECK OUT BARK, NET NANNY, SECURLY AND MORE.

EMERGENCY: 9-1-1 % NON-EMERCENCY: 386-313-49711 # FLAGCLERSHERIFF.COM ¥ SHERIFF RICK STALY



12 MOST POPULAR GAMING CHAT APPS

o m
FACEBOOK
CALEDUTY.

&
Discord

k According to Mirrorfly
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SOCIAL MEDIA: WHAT CAN WE DO

0O HBO® O
Emoiji
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https://educateempowerkids.org/dangerous-apps-2018-2/

X-RATED EMOJIS

Penis Oral sex on a mals

Female breast
or virginity

The act of sex

> _—

Sexual Intercourse

Butt or vagina

~>
\>

Ejiaculation or Orgasm

Male testicles

s
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\

_—
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5 —
C—

Nude Pictures
or “Flashing™

Hand stimulation
of a female

Spanking

o s

0

Refers to the
sexual position “697

Oral sex on a female

Oral sex on a female

>< ><
o

>X-Rated or orgasm

e e e
J

Hand stimulation
of a male

| .
BT R & 0

A male erection




RECOMMENDATIONS TO PARENTS:

We recommend that you go through all the apps your child has on
their phone.

After doing so, enable restrictions on “"Installing Apps”. By doing this
you allow a positive conversation when your child wants to
download any app.

Questions such as, Why do you want this app? How will I know you
are being safe when using this app? What will happen if I find you
being inappropriate on this app?




Understanding the Dangers of
Sextortion

e Sextortion is a form of online exploitation where the \
perpetrator demands money, sexual favors, or more
sexual images of the victim.

e To get their way, the sextorter will threaten to share

What is or distribute explicit images, videos, or conversations
WHAT IS SEXTORTION? S e of the victim with friends, family, school, social media
KTORTION DESCRIBES A CRIME THAT or on internet sites/apps. J

8 HAPPENS ONLINE WHEN AN ADULT
S CONVINCES A PERSON WHO IS YOUNGER
“"THAN 18 TO SHARE SEXUAL PICTURES OR

PERFORM SEXUAL ACTS ON A WEBCAM.




The sextorters could be both strangers met
online, and/or once intimate romantic partners
attempting to harass, embarrass, and control
victims.

They may or may not live in the same, city, state
or country as their victims.
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- Victims are often targeted on online websites and social media platforms they
follow. Victims reported that the first contact with their perpetrator typically
came in the form of a social media friend request.

- They approach children and adults on social media after using it to learn about
their interests, friends, school, employer, family, etc.

- The perpetrators will send a friend/follow request, then will actively
communicate on the site befriending the victim. Once a friendship is established,
the perpetrator will move the conversation to a less monitored site, chat app or
private video chat.




Tactics Used To Exploit Victims:

-  Encouraged reciprocation (“I'll show you, if you show me”).

Seeking victims by offering something of value to the child or adult in
exchange for sexually explicit photos/videos. This could be in the form of
money, drugs or other tangible items.

Recruitment from a fictious modeling or talent agency to obtain sexual
images of the child or adult.

- Developing a bonded relationship with the child or adult by establishing a
friendship then progressing to a romantic relationship.

- Secretly recording sexually explicit pictures and/or videos of the child or
adult during text, phone or video conversations.

-  Physically threatening to harm, kill or sexually assault the

child/adult or threated to do the same to their family
members and/or loved ones.

- Using multiple online identities to contact a child or adult.




Pretending to be someone younger, older, and/or a member of the opposite or
same sex (catfishing behaviors).

Accessing the victims online social media or web-based accounts without
authorization and stealing sexual images or videos of the child or adult.

Threatening to create or creating sexual images or videos of the child or adult
using digital-editing tools then threatening that they will post the images.

Threatening to commit suicide if the child or adult does not provide sexual
images or videos (reminder: the child or adult believes they are in a
relationship with this person).

Saving sexually explicit text or video chat conversations with the child or a
and threatening to post them online and/or on their social media accgﬁo &

X




How easy is it to become a victim?

Are yOU Sure you know
who you're aiking 10 ondine?

¥ someone demands sexval imoges hom you
100 Immediaiely and 1epon 2

1"0| cybertipine org ﬂ




Sextortion on Gaming Devices

There are several avenues for gamers to meet on online games. Often, they will use built-in chat
features on gaming devices such as Xbox or PlayStation and use services like Steam. They could
also connect on sites like Discord and Twitch. Gaming with strangers becomes normalized
behavior and the youth often do not recognize the dangers because they believe they are
“harmless gaming friends”.

The gaming relationship could also develop into abusive relationships via online bullying
behaviors. In other cases, adults posing as teenagers move conversations from gaming sites and
chat rooms to platforms like Facebook Messenger, Kik, Zoom or other less monitored sites.

After developing the gaming relationship sextorters often build on the relationship by sending
gifts or gaming currency, such as V-Bucks in Fortnite.

Finally, they begin desensitizing youth to sexual terms, sexual conversations and pornographic
images then luring them to send nude pictures, videos of themselves or utilize live webcams to
produce pornographic content.
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How can it be harmful if the victim never
meets their exploiter?

Sextorters are criminals that can become very vicious and will not stop with
their demands, harassment, and threats.

Victims report feeling scared, alone, embarrassed, anxious, and desperate.
Many feel like there’s no way and are being cyberbullied on a frequent basis.

Many suicides have reported that began with cyberbullying that led to
sextortion. The victims did not feel there was a way out of the abusive
situation and decided suicide was their only way out.

It is very important to report sextortion to a safe person. Do not suffer in
silence. There are people trained to help people that fall victims to sextortion.




Why are youth scared to report sextortion?

The sextorter may approach the young person on any number of mobile or online sites,
applications, or games. The lure may come as compliments, flattery or flirtation.

The sextorter may also offer something in value in exchange for a taking a nude or scandalous

picture. They could also lure them by offering online game credits or codes, money,
cryptocurrency, and/or gift cards.

The sextorter could skip the lure all together and go straight to threatening the victims by claiming
they have an image of the young person that they will distribute if they do not comply. Many times,
they will send the image to the victim to prove they have the picture to put more pressure on the
person to obey. If the victim refuses to participate the sextorter may threaten to harm the victim
or other people or things the victim cares about such as their families or family pet.
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How can youth be safe online?

Make their social media accounts private and do not friend/follow people that they do not
know.

Be selective on the information that is shared online.

Understand that people are not always who they portray to be, and pictures and videos
can be altered to manipulate you.

Beware if you met a person on one app then they contact you on another app or site.

Understand that any content created including texts, social media posts, online pictures or
videos can be made public information. Information can also be retrieved even if
previously deleted.

Most importantly! Do not be afraid to ask for help!




HOW CRYPTOCURRENCY IS USED FOR HUMAN
TRAFFICKING AND SEXUAL EXPLOITATION

An online marketplace: increasingly, sexually explicit content is being
bought, sold, and shared on the internet and through online applications.
This serves as a platform for recruiting buyers of sexual content and
transactional sex.

Social media can be used to advertise sexual content and transactional
sex. It can also be used to recruit individuals to post and/or sell sexually
explicit content.

Cryptocurrency enables individuals to engage in illegal sexual activities

while evading law enforcement. Built on blockchain technology,
cryptocurrency has rapidly become a popular payment method for
accessing Child Sexual Abuse Material. This is because it facilitates easy
transactions while making it difficult to identify the individuals involved
and trace the flow of money, presenting significant challenges for law
enforcement.

41




HOW TO INTERACT WITH PEOPLE WITH DISABILITIES

ADA

Disability
Etiquette




TARGETING DISABLED INDIVIDUALS

Reliance on others for care

Lack of awareness of exploitation
Inability to self-identify

Easily manipulated

Lead isolated lives

Crave friendship and human connection
Unable to report unwanted touch

May be receiving monetary support from state or
federal sources



Abuse, Neglect, and Risk

Understanding the risks to recognize our role in prevention.

Children with
disabilities are
more likely to

Child abuse and experience child The risk of CSEC is
neglect are risk factors abuse and neglect. heighted for children
for Commercial Sexual with disabilities.

Exploitation of Children
(CSECQC).



Endangering Activities for
People with Disabilities

 Running Away/Elopement

« Unsupervised use of Internet or cellphone

« Poor comprehension of dangerous situations

« Inability to recognize motive of others

« Inability to distinguish trafficker from boyfriend

« High-risk behaviors due to previous sexual abuse

« Exploitation tended to be prolonged




RISK FACTORS

Reliance on others for care

Lack of awareness of exploitation
Inability to self-identify

Manipulated easily

Lead isolated lives

Crave friendship and human connection
Can be desensitized to touch

May be unable to report unwanted touch

May not believe that they have been
abused or violated

May be receiving monetary support from
state and/or federal government

- T 9T
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Investigation Tips When
Interviewing a Person with
Disabilities

Use a forensic interviewer or subject matter experts that
specialize in work with people with disabilities

Accommodate for unique needs

Ensure the presence of translator as needed




Financial Exploitation

In an attempt to make connections, a disabled adult may easily and
unknowingly be exploited by others for their finances and benefits.

= @ @ 8 @ m

Payments EBT Applying for Applying for Electricity/ Financial

from Foster loans credit cards cCable Bills Power of

Care Attorney
Services

==

Pension,
Social
Security, or
other
benefits



FINANCIAL EXPLOITATION




See it, Suspect it, Report it!

National Human Trafficking Hotline for resources
1-888-373-7888 (minors and vulnerable adults)

DCF Abuse Hotline 1-800-96-ABUSE (minors and
vulnerable adults)

Florida Human Trafficking Hotline- 1-855-FLA-Safe
or See Something, Say Something (state.fl.us

The Senior Protection Team will also attempt to
identify emerging scams, spot trends and stay

ahead of changes in technology used to prey on
seniors. To report please call (866) 9NO-SCAM or
file a complaint at Florida Attorney General - Citizen
Services Contact Form (myfloridalegal.com)



https://www.fdle.state.fl.us/FFC/S4/SAR-Home.aspx
http://myfloridalegal.com/contact.nsf/contact
http://myfloridalegal.com/contact.nsf/contact

References:

This service is one step you can take to help remove
online nude, partially nude, or sexually explicit photos
and videos taken before you were 18.Take It Down
(ncmec.org

Florida DCF Online Safety Tool Kit for Parents: HT-Toolkit-
parents-2023.pdf (myflfamilies.com)

Florida Attorney General- Online Safety Tool Kit: Online
Safety Toolkit (myfloridalegal.com)

The Senior Protection Team will also attempt to identify
emerging scams, spot trends and stay ahead of changes
in technology used to prey on seniors. To report please
call (866) 9NO-SCAM or file a complaint at Florida
Attorney General - Citizen Services Contact Form
(myfloridalegal.com)



https://takeitdown.ncmec.org/
https://takeitdown.ncmec.org/
https://www.myflfamilies.com/sites/default/files/2024-01/HT-Toolkit-parents-2023.pdf
https://www.myflfamilies.com/sites/default/files/2024-01/HT-Toolkit-parents-2023.pdf
https://www.myfloridalegal.com/files/pdf/page/928BAF23BCE4D0A48525892D0055CFC8/OnlineSafetyToolkit+.pdf
http://myfloridalegal.com/contact.nsf/contact
http://myfloridalegal.com/contact.nsf/contact
http://myfloridalegal.com/contact.nsf/contact

HOW TO REPORT CYBER TIPS AND HOW TO REMOVE
EXPLICIT IMAGES

= CyberTip Report Make reports of suspected online exploitation.

= Take It Down (ncmec.org)This service is one step you can take to help remove online
nude, partially nude, or sexually explicit photos and videos taken before you were 18.

= Js Your Explicit Content Out There? (missingkids.org) NCMEC has a team of analysts
dedicated to speeding up the process of getting the images down and helping remove
some of that burden. NCMEC can help take down the images by:

report directly to companies
monitor for takedown

continue to send additional notices about images on your behalf
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https://report.cybertip.org/
https://takeitdown.ncmec.org/
https://www.missingkids.org/gethelpnow/isyourexplicitcontentoutthere

Florida Department of Children and Families

Questions?

Marina Anderson
Department of Children and Families
Regional Human Trafficking Coordinator
Marina.Anderson@myflfamilies.com

Chris King | Detective Sergeant
North Florida ICAC Task Force
Gainesville Police Department
kingcm@cityofgainesville.org
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